Cheat Sheet for comprehensive Cisco Certified Network Associate (CCNA)
- Cloud

Cloud Concepts and Models

Cloud Deployment Models

Public Cloud: Services provided over public internet, shared infrastructure.

Examples: AWS, Azure, Google Cloud

Private Cloud: Dedicated infrastructure for a single organization.

Examples: VMware vSphere, OpenStack

Hybrid Cloud: Combination of public and private clouds.

Example: AWS Outposts, Azure Stack

Community Cloud: Shared infrastructure for specific community.

Example: Healthcare cloud for multiple hospitals

Cloud Service Models
- IaaS (Infrastructure as a Service): Provides virtualized computing resources.

e Example: AWS EC2, Azure Virtual Machines

PaaS (Platform as a Service): Provides platform for application development.

Example: Google App Engine, Heroku

SaaS (Software as a Service): Delivers software applications over the internet.

Example: Microsoft 365, Salesforce
Cisco Cloud Services

Cisco CloudCenter
- Key Features:

Multi-cloud management

Policy-based automation
Application lifecycle management

Use Cases:



e Deploy applications across multiple clouds
e Automate workload placement based on policies

Cisco Intercloud Fabric
Key Features:

Multi-cloud connectivity
Secure cloud interconnect

Hybrid cloud management

Use Cases:

Connect private and public clouds securely
e Manage hybrid cloud environments

Cloud Networking

Virtual Networking
Virtual Network Creation:

Use cloud provider's console or CLI to create VPCs/VNets
Example: AWS VPC, Azure VNet

Subnetting:

Divide network into smaller subnets
Example: 10.0.0.0/16 -> 10.0.1.0/24, 10.0.2.0/24

Security Groups and Network ACLs
Security Groups:

Stateful, instance-level firewall

Example: AWS Security Group

Network ACLs:

Stateless, subnet-level firewall
e Example: AWS Network ACL

Cloud Storage

Storage Types
- Block Storage:

e Raw storage, like hard drives
e Example: AWS EBS, Azure Disk Storage



Object Storage:

Store unstructured data, like files
Example: AWS S3, Azure Blob Storage

File Storage:

Store files in a hierarchical structure
Example: AWS EFS, Azure Files

Data Lifecycle Management
Stages:

Hot: Frequently accessed data

Warm: Occasionally accessed data

Cold: Rarely accessed data

Storage Classes:

Example: AWS S3 Standard, S3 Glacier
Cloud Security

Identity and Access Management (IAM)
- Key Concepts:

e Users, Groups, Roles

Policies: JSON-based permissions

Best Practices:

Least privilege principle
Regularly review and update policies

Encryption
- Data at Rest:

Encrypt storage volumes
Example: AWS EBS encryption

Data in Transit:

Use SSL/TLS for secure communication
Example: HTTPS, VPN



Cloud Monitoring and Management

Monitoring Tools

CloudWatch (AWS):

Monitor resources and applications
Set alarms and automate actions

Azure Monitor:

Collect, analyze, and act on telemetry

Integrate with other Azure services

Automation and Orchestration
- Terraform:

Infrastructure as Code (IaC) tool
Example: "terraform apply" to deploy resources

Ansible:

Configuration management tool
Example: "ansible-playbook™ to automate tasks

Cloud Cost Management

Cost Estimation
- AWS Cost Explorer:

Analyze and forecast AWS spending

Identify cost-saving opportunities

Azure Cost Management:

Track and optimize Azure spending
Set budgets and alerts

Cost Optimization Strategies

Right-Sizing:

Adjust resource sizes to match workload

Example: Downsize underutilized instances

Reserved Instances:

Commit to long-term usage for discounts
Example: AWS Reserved Instances



Cloud Migration

Migration Strategies

- Lift and Shift:

Move existing applications as-is to the cloud
Example: VM migration to AWS EC2

Replatforming:

e Optimize applications for cloud infrastructure
e Example: Database migration to cloud-native DB

Tools and Techniques
AWS Migration Hub:

Track and manage migration activities
Integrate with other AWS services

Azure Migrate:

Assess and migrate on-premises workloads
e Provide migration planning and execution

Cloud Compliance and Governance

Compliance Standards
- GDPR:

General Data Protection Regulation
Protects EU citizens' data

HIPAA:

Health Insurance Portability and Accountability Act
Protects health information

Governance Tools

- AWS Config:

Track configuration changes and compliance
Automate remediation actions

Azure Policy:

Define and enforce governance policies
Audit and report on compliance



Cloud APIs and SDKs

RESTful APIs
Key Concepts:

HTTP methods: GET, POST, PUT, DELETE
JSON/XML for data exchange

Example:

"GET /v1/users’ to retrieve user list

SDKs
AWS SDKs:

Available for multiple programming languages

Example: ‘boto3" for Python

Azure SDKs:

Integrated with Azure services
e Example: "Azure SDK for .NET"

Cloud Backup and Disaster Recovery

Backup Strategies
Regular Backups:

Schedule automated backups
Example: AWS Backup, Azure Backup

Data Redundancy:

Store backups in multiple regions
Example: AWS S3 Cross-Region Replication

Disaster Recovery Planning
RTO and RPO:

o Recovery Time Objective (RT0): Max downtime
e Recovery Point Objective (RPO): Max data loss

DR Strategies:

Backup and Restore
Pilot Light
Warm Standby



Multi-Site

Cloud Integration

Integration Patterns

Point-to-Point:

Direct connection between systems
Example: API Gateway to Lambda

Message Broker:

Mediates communication between systems

Example: AWS SQS, Azure Service Bus

Integration Tools

AWS Lambda:

Serverless compute service
Example: Trigger Lambda on S3 upload

Azure Logic Apps:

Workflow automation service
Example: Integrate with SaaS$ apps

Cloud Performance Optimization

Load Balancing

Types:

Layer 4: TCP/UDP-based
Layer 7: Application-based

Example:

AWS ELB, Azure Load Balancer

Auto Scaling

Key Concepts:

Scale resources based on demand
Example: AWS Auto Scaling Groups

Best Practices:

Set appropriate scaling policies
Monitor and adjust thresholds



Cloud Networking Protocols

DNS
Cloud DNS Services:

e AWS Route 53, Azure DNS

Best Practices:

Use DNS failover for high availability
Monitor DNS performance

VPN
- Site-to-Site VPN:

Connect on-premises network to cloud
Example: AWS VPN, Azure VPN Gateway

Client VPN:

e Secure remote access to cloud resources
e Example: AWS Client VPN

Cloud Data Analytics

Big Data Services
AWS EMR:

Managed Hadoop framework
Example: Big data processing

Azure HDInsight:

Managed Hadoop service
Example: Data warehousing

Data Lakes
Concept:

Central repository for all data
Example: AWS S3, Azure Data Lake Storage

Best Practices:

Organize data for easy access

Implement data governance policies



Cloud DevOps

CI/CD Pipelines
- Continuous Integration:

Automate code integration

Example: Jenkins, AWS CodePipeline

Continuous Deployment:

Automate deployment to production

Example: Spinnaker, Azure DevOps

Containerization
- Docker:

Package applications in containers
Example: "docker run’ to start container

Kubernetes:

Orchestrate containerized applications
Example: ‘kubectl apply” to deploy app

Cloud Service Providers

AWS
- Key Services:

e EC2Z,S3, Lambda, RDS
- Console:
e Manage resources via AWS Management Console

Azure
- Key Services:

e Virtual Machines, Blob Storage, Functions, SQL Database
- Portal:
e Manage resources via Azure Portal

Google Cloud
- Key Services:

e Compute Engine, Cloud Storage, Cloud Functions, BigQuery



- Console:
e Manage resources via Google Cloud Console
Cloud Troubleshooting

Common Issues
Networking:

Check security groups and NACLs

Use VPC Flow Logs for diagnostics

Performance:

Monitor CPU, memory, and disk usage
Adjust instance sizes as needed

Tools

- AWS CloudTrail:

Log API calls for auditing
Identify unauthorized access

Azure Monitor:

Collect and analyze logs
Set alerts for anomalies

Cloud Best Practices

Security
- IAM Policies:

e Use least privilege
e Rotate credentials regularly

Encryption:

Encrypt data at rest and in transit
Use strong encryption algorithms

Cost Management
Budgets:

Set monthly budgets and alerts

Monitor usage and optimize resources

Reserved Instances:



Commit to long-term usage for discounts
Plan for predictable workloads

Performance

Auto Scaling:

Scale resources based on demand
Monitor and adjust scaling policies

Load Balancing:

Distribute traffic evenly
Use health checks for failover

Cloud Certifications

CCNA - Cloud

Exam Topics:

Cloud Concepts

Cloud Services

Cloud Networking

Cloud Security

Cloud Monitoring and Management

Preparation:

Study guides, practice exams, hands-on labs
Join study groups and forums

Other Relevant Certifications

AWS Certified Solutions Architect:
Design and deploy AWS solutions
Azure Administrator:
Manage Azure resources and services
Google Cloud Professional Cloud Architect:

Design and plan GCP solutions

Cloud Resources

Documentation

AWS Documentation:



https://docs.aws.amazon.com/

Azure Documentation:

https://docs.microsoft.com/en-us/azure/

Google Cloud Documentation:

https://cloud.google.com/docs

Community and Forums

AWS Forums:

https://forums.aws.amazon.com/

Azure Community:

https://techcommunity.microsoft.com/t5/azure/ct-p/Azure

Google Cloud Community:

https://cloud.google.com/community

Training and Labs
- Cisco Learning Network:

https://learningnetwork.cisco.com/

A Cloud Guru:

https://acloudguru.com/

Pluralsight:

https://www.pluralsight.com/
Cloud Trends

Edge Computing
- Concept:

Process data closer to the source

Example: IoT devices at the edge

Use Cases:

Real-time analytics, low latency applications



Serverless Computing

Concept:

Run code without managing servers
Example: AWS Lambda, Azure Functions

Use Cases:

Event-driven applications, microservices

Hybrid Multi-Cloud

Concept:

Combine multiple cloud providers
Example: AWS + Azure, GCP + AWS

Use Cases:

Optimize for cost, performance, and compliance

Cloud Future

Al and Machine Learning

Cloud Al Services:
AWS SageMaker, Azure ML, Google Al Platform
Use Cases:

Predictive analytics, natural language processing

Quantum Computing

Cloud Quantum Services:
AWS Braket, Azure Quantum
Use Cases:

Cryptography, complex simulations

Blockchain

Cloud Blockchain Services:
AWS Managed Blockchain, Azure Blockchain Service
Use Cases:

Supply chain tracking, digital identity management



Cloud Case Studies

Real-World Applications
- Healthcare:

e Telemedicine, patient data management

Finance:

e Fraud detection, real-time transactions

Retail:

e Personalized shopping experiences, inventory management

Success Stories
- Netflix:

Scalable video streaming on AWS

Spotify:

e Music recommendation engine on GCP

Airbnb:

e Dynamic pricing and booking system on AWS
Cloud Tools and Utilities

Command Line Interfaces (CLI)
- AWSCLI:

e “aws configure’ to set up credentials
‘aws s3 Is” to list S3 buckets

Azure CLI:

e “azlogin’ to authenticate
*az v list’ to list virtual machines

Configuration Management

- Ansible:

e ‘ansible-playbook’ to automate tasks
e Example: Deploy web server

- Puppet:



e ‘puppet apply’ to enforce configurations
e Example: Manage system updates

Monitoring and Logging
Prometheus:

e Open-source monitoring system

Example: Monitor Kubernetes clusters

Grafana:

e Visualize metrics and logs
o Example: Create dashboards for cloud resources

Cloud Collaboration

Team Collaboration Tools

- Slack:

Real-time messaging and collaboration

Example: Cloud team communication

Trello:

e Project management and task tracking
e Example: Cloud project planning

Version Control

- Git:

Distributed version control system

Example: “git clone’ to download repository

GitHub:

Host and manage Git repositories
Example: Open-source cloud projects

Cloud Automation

Infrastructure as Code (laC)
Terraform:

Define and provision infrastructure

Example: “terraform apply” to deploy resources

CloudFormation (AWS):



e C(Create and manage AWS resources
e Example: YAML/JSON templates

Continuous Integration/Continuous Deployment (Cl/CD)
Jenkins:

Automate build, test, and deployment
Example: Pipeline for cloud applications

CircleClI:

Continuous integration and delivery
Example: Automate testing and deployment

Cloud Networking Tips

VPC Peering
Concept:

Connect VPCs within the same region
Example: AWS VPC Peering

Best Practices:

Avoid overlapping IP ranges

Use route tables to manage traffic

VPN Troubleshooting
- Common Issues:

Check VPN gateway configurations
Verify VPN connection status

Tools:

Use VPN diagnostics tools
Check logs for errors

Cloud Security Tips

IAM Best Practices
- Principle of Least Privilege:

e Grant minimal permissions required
e Regularly review and update policies

- Multi-Factor Authentication (MFA):



e Enable MFA for root and admin accounts
e Example: AWS MFA, Azure MFA

Data Encryption

Key Management:

Use Key Management Service (KMS)
Example: AWS KMS, Azure Key Vault

Encryption Protocols:

Use TLS/SSL for data in transit
Example: HTTPS, VPN

Cloud Cost Optimization Tips

Right-Sizing
- Monitor Usage:

Track CPU, memory, and disk usage

Adjust instance sizes based on workload

Use Spot Instances:

e Leverage spot instances for cost savings
Example: AWS Spot Instances

Reserved Instances
- Commitment:

Commit to long-term usage for discounts
Example: AWS Reserved Instances

Flexibility:

e Use convertible reserved instances
e Example: AWS Convertible Rls

Cloud Migration Tips

Lift and Shift
Assessment:

Evaluate existing infrastructure

Identify dependencies and risks

Execution:



e Migrate VMs to cloud instances
e Example: AWS VM Import/Export

Replatforming
Optimization:

Optimize applications for cloud
Example: Database migration to cloud-native DB
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