
Cheat Sheet for comprehensive Cisco Certified Network Associate (CCNA) 

- Collaboration 

Cisco Unified Communications Manager (CUCM) 

Deployment 

-   Deployment Modes: 

  -   On-Premises: Traditional deployment on local servers. 

  -   Hosted: Managed by a third-party provider. 

  -   Hybrid: Combination of on-premises and hosted solutions. 

Basic Configuration 

-   Admin Interface: 

• URL: `https://<CUCM-IP>:8443` 

• Default Credentials: `admin/admin` 

-   Basic Settings: 

  -   System > Enterprise Parameters: Configure global settings like Time Zone, Date 

Format. 

  -   System > System Settings > System > Region: Set region-specific settings. 

User Management 

-   Adding Users: 

  -   User Management > User: Add new users with roles (Standard, Admin). 

  -   Phone > Phone: Assign phones to users. 

-   User Roles: 

  -   Standard: Basic user with phone access. 

  -   Admin: Full administrative privileges. 

Device Configuration 

-   Phones: 

  -   Phone > Phone: Add and configure IP Phones. 



  -   Device > Device Settings: Configure device-specific settings. 

-   Gateways: 

  -   Device > Device Settings > Gateway: Configure SIP or H.323 gateways. 

Call Routing 

-   Route Patterns: 

  -   Call Routing > Route Pattern: Define patterns for call routing. 

• Example: `^9T` for external calls. 

-   Trunks: 

  -   Call Routing > Trunk: Configure trunks for external connectivity. 

• Example: SIP Trunk to PSTN. 

Cisco Unity Connection (CUC) 

Deployment 

-   Deployment Modes: 

  -   On-Premises: Deployed on local servers. 

  -   Hosted: Managed by a third-party provider. 

Basic Configuration 

-   Admin Interface: 

• URL: `https://<CUC-IP>:8443` 

• Default Credentials: `admin/admin` 

-   Basic Settings: 

  -   System > Enterprise Parameters: Configure global settings. 

  -   System > System Settings > System > Region: Set region-specific settings. 

User Management 

-   Adding Users: 

  -   User Management > User: Add new users with roles (Standard, Admin). 

  -   Phone > Phone: Assign phones to users. 

-   User Roles: 



  -   Standard: Basic user with voicemail access. 

  -   Admin: Full administrative privileges. 

Voicemail Configuration 

-   Mailboxes: 

  -   Voicemail > Mailbox: Create and configure user mailboxes. 

  -   Voicemail > Greeting: Set custom greetings. 

-   Distribution Lists: 

  -   Voicemail > Distribution List: Create and manage distribution lists. 

Cisco Jabber 

Deployment 

-   Deployment Modes: 

  -   On-Premises: Deployed on local servers. 

  -   Hosted: Managed by a third-party provider. 

Basic Configuration 

-   Admin Interface: 

• URL: `https://<Jabber-IP>:8443` 

• Default Credentials: `admin/admin` 

-   Basic Settings: 

  -   System > Enterprise Parameters: Configure global settings. 

  -   System > System Settings > System > Region: Set region-specific settings. 

User Management 

-   Adding Users: 

  -   User Management > User: Add new users with roles (Standard, Admin). 

  -   Phone > Phone: Assign phones to users. 

-   User Roles: 

  -   Standard: Basic user with Jabber access. 

  -   Admin: Full administrative privileges. 



Features 

-   Instant Messaging: 

  -   Contacts: Manage contacts and groups. 

  -   Chat: Start and manage chats. 

-   Voice and Video: 

  -   Calls: Make and receive voice and video calls. 

  -   Conferencing: Schedule and join conferences. 

Cisco Webex 

Deployment 

-   Deployment Modes: 

  -   Hosted: Managed by Cisco. 

Basic Configuration 

-   Admin Interface: 

• URL: `https://admin.webex.com` 

• Default Credentials: `admin/admin` 

-   Basic Settings: 

  -   System > Enterprise Parameters: Configure global settings. 

  -   System > System Settings > System > Region: Set region-specific settings. 

User Management 

-   Adding Users: 

  -   User Management > User: Add new users with roles (Standard, Admin). 

  -   Phone > Phone: Assign phones to users. 

-   User Roles: 

  -   Standard: Basic user with Webex access. 

  -   Admin: Full administrative privileges. 

Features 

-   Meetings: 



  -   Schedule: Schedule meetings with options for video, audio, and screen sharing. 

  -   Join: Join meetings via desktop, mobile, or browser. 

-   Teams: 

  -   Create: Create teams for collaboration. 

  -   Chat: Start and manage team chats. 

Troubleshooting 

Common Issues 

-   CUCM: 

  -   Call Failures: Check route patterns and trunks. 

  -   Device Registration: Verify IP and DNS settings. 

-   CUC: 

  -   Voicemail Issues: Check mailbox settings and greetings. 

  -   User Access: Verify user roles and permissions. 

-   Jabber: 

  -   Connection Issues: Check network settings and firewall rules. 

  -   Call Quality: Monitor network performance. 

-   Webex: 

  -   Meeting Issues: Check meeting links and access permissions. 

  -   Audio/Video Problems: Verify device settings and network connectivity. 

Tools 

-   Cisco Unified Serviceability: 

  -   Tools > Control Center - Network Services: Manage services and logs. 

  -   Tools > Faults: View and resolve faults. 

-   Cisco Unified CM Administration: 

  -   System > Diagnostics: Run diagnostics for troubleshooting. 

  -   System > Monitoring: Monitor system performance. 



Best Practices 

Security 

-   User Authentication: 

• Use strong passwords and enable multi-factor authentication. 

• Regularly update user credentials. 

-   Network Security: 

• Implement firewall rules to restrict access. 

• Use VPN for remote access. 

Performance 

-   Monitoring: 

• Regularly monitor system performance using Cisco Unified Serviceability. 

• Use tools like Cisco Prime Collaboration for advanced monitoring. 

-   Optimization: 

• Optimize route patterns and trunk configurations. 

• Regularly update software and apply patches. 

Backup and Recovery 

-   Regular Backups: 

• Schedule regular backups of CUCM, CUC, and Jabber configurations. 

• Store backups in secure locations. 

-   Disaster Recovery: 

• Develop a disaster recovery plan. 

• Test recovery procedures periodically. 

Examples 

CUCM Configuration 

-   Add a User: 

  -   User Management > User > Add New: 

• Username: `john.doe` 

• Password: `P@ssw0rd` 

• Role: `Standard` 

• Phone: `SEP001122334455` 



-   Configure a Route Pattern: 

  -   Call Routing > Route Pattern > Add New: 

• Pattern: `^9T` 

• Route List: `External Route List` 

CUC Configuration 

-   Create a Mailbox: 

  -   Voicemail > Mailbox > Add New: 

• Username: `john.doe` 

• Password: `P@ssw0rd` 

• Greeting: `Default` 

-   Add a Distribution List: 

  -   Voicemail > Distribution List > Add New: 

• Name: `Sales Team` 

• Members: `john.doe`, `jane.doe` 

Jabber Configuration 

-   Add a Contact: 

  -   Contacts > Add New: 

• Name: `Jane Doe` 

• Email: `jane.doe@example.com` 

-   Start a Chat: 

  -   Chat > New Chat: 

• Participants: `john.doe`, `jane.doe` 

Webex Configuration 

-   Schedule a Meeting: 

  -   Meetings > Schedule: 

• Title: `Project Review` 

• Date: `2023-10-01` 

• Time: `10:00 AM` 

• Participants: `john.doe`, `jane.doe` 



-   Join a Meeting: 

  -   Meetings > Join: 

• Meeting Link: `https://webex.com/join/projectreview` 

Conclusion 

This cheat sheet provides a comprehensive overview of essential features, configurations, 

and troubleshooting tips for Cisco Unified Communications Manager (CUCM), Cisco Unity 

Connection (CUC), Cisco Jabber, and Cisco Webex. Use these guidelines to efficiently manage 

and optimize your Cisco Collaboration environment. 
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